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One news story that isn’t going away is about what really happened with former Secretary of State Hillary Clinton’s email 
(Deletegate). This guide provides best practices for service providers around email retention, to ensure that you don’t get 
caught in the same traps. Here we will review how to avoid the pitfalls that the major players in this situation fell into.

The Issues

Many issues have already been in the headlines and I won’t repeat them all here. However, a few standout points bear 
repeating: 

• Not having a clear understanding of retention requirements.

• Not having a Business Continuity Plan that documents all the settings.

• Not properly configuring the systems to meet these requirements.

• Not proving you are providing the services as stated in the plan.

The first best practice in the email retention space? Remembering that you are not your customer’s legal counsel and 
asking your clients to share their retention requirements documentation with you. As a service provider working with 
specific verticals, you may have specific knowledge of a particular industry’s retention requirements. As a “trusted 
advisor” it is your responsibility to bring this information to your client’s attention and advise them to consult their 
attorney to ensure they are in compliance with all federal, state, and local regulations. You’ll also want to ensure that 
you have documented retention requirements for your clients, and that your staff and vendors know how to address 
them in the services you provide. Retention requirements vary widely, as you can see in the list below.

• Internal Revenue Service (US IRS): seven (7) years

• Payment Card (PCI DSS): one (1) year

• California Franchise Tax Board (CA FTB): four (4) years

• DISA Security Technical Implementation Guides (STIG): one (1) year

• Many State Revenue Departments: three (3) years

• HIPAA Section 164: six (6) years

It gets even more confusing. For example, medical records retention is set by each state. In the state of California, that 
looks something like this.

• Adult patient records: seven (7) years

• Minor patient records: one (1) year after the patient reached the age of 18, but at least 7 years

If you are confused, reread the part where I said you are not your customer’s legal counsel. This is why you first need 
to ask what your customer’s requirements are. If they do not match what you think they should be, advise the client to 
seek legal help. 
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Have a Business Continuity plan for every customer, whether you manage or provide for their BC/DR technology or 
not. If you don’t, and data goes missing while you are doing some work for a client, what happens? There are several 
key elements that any BC/DR Plan should include: 

• Systems protected

• Backup schedule (RPO)

• Backup retention

• Backup target location(s) 

• Recovery Time Objective (RTO)

The BC Plan becomes the scope of work (SOW) document when something bad happens. 

First, understand and document your customer’s needs. Then, act on the customer’s needs. Best practice number three 
is configuring your systems to work as you need them to for your customer. 

Key tasks you need to be confident you can accomplish are:

• Granular control of the data being protected. Can you exclude and include the data you need?

• Are you able to set the schedule to meet your needs?

• Do you have control over retention?

• Do you control where the data is stored? Local or cloud?

Without the ability to do these things, you will never be able to ensure you can match the BC plan.

“Innocent until proven guilty” doesn’t apply to data loss and downtime. Best practice number 4 is documenting and 
reporting on the performance of the data protection services you’re providing. Ideally, that reporting is automatic: 
Reports you set up are auto-generated and delivered to you or your clients. 

Be sure to document the following items:

• What is being backed up?

• When is it being backed up?

• What are the restore points available?

• Where are those restore points stored?

• Who has accessed the data?

This list is very similar to the list used to create a Business Continuity plan. You should always be able to report on what 
you say you are going to do. So again, when there is an issue, you can prove you have done what you agreed to do.

BUSINESS CONTINUITY PLAN

SYSTEM CONFIGURATION

PROOF OF PERFORMANCE
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Summary

Your best protection is information and documentation that states what you were asked to do, what you have agreed to do, 
and what you have done. If you have this for all of the clients for whom you provide data protection, you won’t have to fear 
a news crew in your lobby.

Bonus! A Checklist for Selecting the Right Data Protection Provider

While following the four steps outlined will help you avoid surprises down the road, you still need to select the right solution 
provider for data protection and recovery. Here’s a handy checklist to help you choose the best partner for your business.

LOOK FOR… BECAUSE…

Local and cloud-based protection

Technology ownership, not a hodge-podge of 
integrated solutions

Partner program that helps you make money

Centralized web-based management console

Brand-name local appliance

Flexible deployment options

Manage-by-Exception dashboard

You your client to recover quickly, whether a single 
server crashes or the whole office is affected.

Vendors that OEM technologies instead of owning the 
entire stack cannot offer the same level of reliability 
and tech support as vendors that build their own IP.

A true partnership goes beyond offering a technology 
solution and assists you in building and growing your 
business.

You can manage and monitor all client deployments 
through one screen, from any web-enabled device.

White-labeled appliances are prone to more failures; 
they are just not as relaible as purpose-built, brand 
name appliances.

One size does not fit all clients. Physical appliance, 
virtual appliance, and cloud-based appliance-less 
deployment options give you and your clients flexibility.

Sifting through backup logs takes time and effort, so 
the ability to surface problems before they become 
critical helps you be proactive and speed up 
troubleshooting. 


