
OUR LATEST RESTORE POINT WAS LESS THAN 30 
MINUTES BEFORE THE VIRUS HIT, SO WE INSTANTLY 
SPUN UP A VIRTUAL SERVER LOCALLY, AND WITHIN 
NO TIME WE WERE ABLE TO RECOVER ALL OF THE 
CLEAN FILES TO OUR MAIN SERVER. IT WAS LIKE THE 
INCIDENT NEVER EVEN HAPPENED.

Jason Graf, Vice President, Gayron de Bruin

WHO

Gayron de Bruin provides Land Surveying, 
Civil Engineering, and Geographic Information 
Systems (GIS) services to A/E/C professionals, 
government agencies, and the general public.

IT ENVIRONMENT

6 TB of data

3 physical servers

LOCATION

Long Island, New York City

Jason Graf is the Vice President of Gayron de Bruin, a leading land surveying and engineering 
company in the Tri-State area. He soon realized that the traditional approach of using tape backup 
for data protection was not enough to ensure business continuity and was proven right when a critical 
server was hit with the Cryptolocker virus. Luckily he had just turned to Axcient for help.

PROBLEM

• Using traditional tape backup solution. Lacked overall system protection and ability to quickly 
recover applications

• Expensive to maintain and resource-intensive to manage and rotate tape backups 

SOLUTION

• The Axcient Business Recovery Cloud - hybrid cloud for local and cloud protection 

• Protection of data, applications and the entire IT infrastructure

• Business continuity through local and cloud failover with office virtualization

BENEFITS 

• Ability to quickly respond and recover from IT outages as demonstrated in the Cryptolocker 
event

• Instant server failover locally or in the cloud with office virtualization for true business continuity 

• Granular MS SQL and Exchange Recovery for quick and easy recovery

CUSTOMER SPOTLIGHT

LAND SURVEYING AND ENGINEERING 
COMPANY BEATS CRYPTOLOCKER 
WITH AXCIENT
http://www.gayrondebruin.com/

INDUSTRY: ARCHITECTURE, ENGINEERING, CONSTRUCTION



WHY TAPE WAS UNRELIABLE AND INEFFICIENT 

“We were using Backup Exec to only backup our critical data, we were rotating between eight tapes that were also 
being backed up to a local NAS,” said Graf. “This was too slow for us, the backup jobs didn’t even complete, so we 
didn’t have a fresh copy of the data and it killed our bandwidth.” Graf soon realized that the system he had in place 
was not going to give him the peace of mind he needed in case a critical server failed or his entire office went down.

“I realized that the cost of rotating, storing and using Backup Exec was not cost effective, so I wanted to implement a 
solution that gave us the protection we needed and didn’t break the bank,” said Graf. 

BEATING CRYPTOLOCKER WITH AXCIENT 

After careful consideration of multiple vendors, Graf decided to implement the Axcient Business Recovery Cloud. He 
knew that with this system he gained a hybrid cloud, local protection with an onsite appliance for quick and easy 
failovers, and offsite protection with the ability to virtualize the IT environment in the cloud in case a fire or other disaster disrupts the entire office.

“We started to backup all our data and applications with Axcient,” said Graf. “It was so easy to setup backup jobs and the backup to the cloud was so flawless. The 
initial backup was quick and every backup after that was incremental, so we knew we had fresh data from any restore point that we needed.” 

It wasn’t long until the Axcient solution was put to the test. An employee workstation was hit with the Cryptolocker virus, and overnight the ransomware completely 
took over all of the network drives locking all the data and rendering it useless. “As soon as we figured out that the problem was the Cryptolocker, we instantly turned 
to Axcient,” said Graf. “Our latest restore point was less than 30 minutes before the virus hit, so we instantly spun up a virtual server locally, and within no time we 
were able to recover all of the clean files to our main server. It was like the incident never even happened.” 

Once this incident occurred, Graf was assured that they made the right choice to select Axcient as their data protection and recovery solution. He states, “this is when 
we knew that we were playing with the big boys!”

PEACE OF MIND WITH AXCIENT

“I feel comfortable knowing that if my building were to catch on fire we’d be back up and online in no time,” said Graf. “We know that we can avoid downtime since 
we have the ability to spin up a virtual machine at any time.” 

Graf also mentioned that using Axcient’s unique Granular Recovery Technology which enables him to recover MS SQL and Exchange databases and objects is 
very useful. “Instead of having to perform entire image restores, we can go into the Web-based interface and individually recover single items from a Microsoft SQL 
database or recover individual Exchange emails, which is very fast, it takes no time out of my day.”

The Axcient Business Recovery Cloud has not only reduced data protection costs it also has increased the company’s ability to react in case of an IT interruption 
giving Gayron de Bruin a true business continuity solution.

I FEEL COMFORTABLE KNOWING 
THAT IF MY BUILDING WERE TO 
CATCH ON FIRE WE’D BE BACK 
UP AND ONLINE IN NO TIME. 
WE KNOW THAT WE CAN AVOID 
DOWNTIME SINCE WE HAVE THE 
ABILITY TO SPIN UP A VIRTUAL 

MACHINE AT ANY TIME.

Jason Graf
Vice President
Gayron de Bruin


